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What’s included?

» Report your PCI DSS Compliance
— Streamlined and simplified journey

— Download your Information Security Policy template

= Maintain your compliance throughout the year

— Login to complete regular scanning and maintenance tasks

= Receive email alerts and reminders so you always stay up to date

= Rich online, chat and phone support available if you get stuck
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The process

v A

Login Profile

Login to the portal and Complete your

change your password business profile by
answering questions
on how you accept
payments

Scanning

Complete scanning on
your network if
applicable to your
business profile type
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Security Assessment

Complete your
Security Assessment
Questionnaire (SAQ) —
an online assessment
of your security
practices

o3

Maintenance

You may need to
maintain your
compliance. We'll
remind you by email if
this is the case.




Welcome to the program

= When you have been loaded to the program,
you will receive two emails.

— The first email will be your username

— The second will be your password

= When you receive these two emails you can
use this information to login.

» Click the login link in the email to be brought
to your portal.
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SECURING

YOUR
BUSINESS

Dear $pciContactname,

Please find below your password which will enable you to access the
$programmeName Portal.

Portal Password: $password

“You'll be asked to choose a new password when you first log in. Note that
passwords are case sensitive and must contain at least 1 uppercase, 1
lowercase , 1 number and 1 special character.

Make sure to choose a password that you will easily remember since you will
use this to sign in in future.

“You can login on clicking below button:

Login

Need more information?

| Click here
—_—

E $helpNumber
QE Live chat

SECURING

YOUR
BUSINESS

Customer Number: $merchantiD

At $subClient, we take cardholder data security very seriously and we're
pleased to let you know that you have been enrolled into our
$programmeName program.

What is PCI DSS and why is it important?

Every business that accepts card payments is required to meet certain data
security standards in order to protect the card data of its customers and to
reduce the risk of a data security breach. By complying with the data security
standards, you help protect your business and your customers.

Failure to report your compliance can result in non-compliance fees being
applied to your account.

The $programmeName program is designed to make it easy for you to confirm
your compliance by guiding you through a self-assessment questionnaire and
giving you the opportunity to upload your current compliance certificate if you
have one*.

Please note: If you are currently compliant with the PCI DSS, you do not
need to take any action at this time. Please keep these access credentials

in a safe place as you will need them when it is time to login and renew
your validation.

What do | need to do?

Please find below your temporary username which will enable you to access
the SaferPayments Portal.

Remember to keep this in a safe place as you'll need it for the first time you log
in. Your temporary username is: $username

Please note you will need to set up a new username when you first log in. Your
temporary password will be emailed to you separately, you will need this to log
in.

Login

Need more information?

—_ | clickhere
—_—

E $helpNumber
/QD Live chat




Login
¢ '
= Upon first logging in to the portal, use the

username and password provided in your
emails and click

= You will then be prompted to update your e
password. Your password will need to meet
the minimum-security criteria outlined on the
screen. whar's wexT?

(1) WWEWILL ASK YOU SOME QUESTIONS

Getting Started

with PCI Data Security Standard

= Once you have completed this, you will be
brought to an information page that gives you
an overview of what you need to do and an
information video.

= Click to begin. [}

» BEH
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First time use?

» The first screen you will encounter is a
guestion as to whether you have completed
this already.

* |[n some cases, you may have already
completed your PCI compliance with an
assessment company. If this is the case,
select the option and click next.
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Start Complete

BEFORE YOU BEGIN

Have you already completed a PCI DSS Self Assessment Questionnaire (SAQ) or Attestation of Compliance (AoC) that you
would like to upload?

Select this option if it is your first time to go through this process, OR if you completed this process more than 12 months ago.

Select this option to upload your existing currently valid PCI DSS Self-Assessment Questionnaire (SAQ) or Attestation of Compliance (AoC)

from an external programme.

< Previous Next >

N

If you already have a valid certificate, select
the second option and proceed to page 31 of
this guide for instructions on uploading your
existing Attestation of Compliance (AoC).




WHAT'S NEXT? i g

@ WE WILL ASK YOU SOME QUESTIONS

Primary Merchant ID

Mostly around how your business is set up to handle credit and
debit card payments. Your answers help us to figure out the

level of security risks that your business may have so we only Getting Started

ask you questions relevant to your business. N
with PCI Data Security Standard
@ WE WILL HELP YOU PROTECT YOUR BUSINESS

To help you understand the areas of your business that might

= You may be asked, or you may need to locate

sessment and any scanning if needs be.

your “Primary Merchant ID” (2) conem voun susmess s secuns

You will be asked to confirm and validate your responses and

p B

any scanning tasks that you were required to undertake. PCI
DSS refer to this as your Attestation of Compliance (AaC).

= This can be found by accessing the account
menu via the profile icon

» Select the profileicon from the top right of
your screen and select “Account”

Users

ACCOUNT INFO

aaaaaaaaa

Companyname:  Account0s
mame:  Account0s

= Your Primary Merchant ID can be found under
the “Account Info” box on the following .
screen

Name:  Accountds

Country: ‘
5555555555
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YOUR

PROFILE




Profile — How you accept

= You will be guided through some questions R
asking how you accept payments in your
business.

= You will be asked questions about the
technology you use as well as methods by

which you may transfer or store data. IE

= Select the options that apply to your . c—
Company and CIle through Vla the HOW YOUR PAYMENT TERMINAL IS CONNECTED ©
button. You can select more than one option
In many cases. @

» If you are unsure about any of the options or
need further clarification, more information is
available by clicking: @ o
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Profile — Information Security Policy

Do

* It’s mandatory to apply an Information S

Security Policy
— This is a document that sets out the procedures you

need to follow to handle information securely YOUR COMPANY POLICY FOR INFORMATION SECURITY

u YO u Wi I I b e aS ked i f yo u h ave a p O I i Cy i n yo u r To handle payment cards you are required by the Payment Card Industry Data Security Standard {PCI DSS) to have an

nformation Security Policy in place for your organization. This must cover all relevant areas of the standard. If you do not

business_ If you don’t, you can download a currently have one, we can provide you with a policy template below. @

I do not have an Information Security Policy in place at the moment, | will implement a security policy using the template provided.

sample template by clicking

| alread: an Information Security Policy in place that covers ALL of the relevant clauses of the Payment Card Industry Data Security
Standa S)

| ] I O C O r reCt | y I I I I p | e m e n t y O u r p O I I Cy’ y O u m u St : Ido nf:t uriitly have an Information SEC!..Irit)' Policy in pIacethatcnversALLo[-the relevant:tlauses of the Payment Card Industry Data
Security Standard (PCI DSS) but | do not wish to use the one provided as the basis for my policy.

— Tailor the sample template to suit your business
< Previous Next >

— Ask all staff and third parties who come in contact with
your data to read, sign and date it

— Keep it on your business’ premises and keep it up to
date if/when your processes change
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Profile — Payment Summary

= You will be asked to provide a summary of
your payment acceptance processes.

= You will be asked to:

— List your business premises and provide a summary of
the locations where you accept payments

— Explain how your business handles cardholder data

— Provide a high-level description of how you accept
payments

» Please provide as much information as
possible. If you are stuck, help is available by
clicking: @
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A SUMMARY OF HOW AND WHERE YOU HANDLE CARD PAYMENTS

Please provide the informaticn requested below. This will form part of your Attestation of Compliance

List your business premises type(s) and a summary of locations that are relevant to your PCI DSS assessment (eg, retail outlets, corporate o
offices, data centres, call centres etc..)

How and in what capacity does your business store, process and/or transmit cardholder data? ]

Provide a high level description of your overall business environment, applicable to your PCI DSS assessment. For example describe the type
of equipment you use for card processing, storage and transmission; such as POS devices any databases and webservers, include a description
as to how they connect both externally and any internal connections.




YOUR

DASHBOARD




Your dashboard

See next page for a visual explanation

= Now that you have answered your profile » If the scanning widget appears, you must
guestions, you will be presented with your complete a scan by selecting from
dashboard. this widget.

— From here you can complete your security assessment :
» If you do not require a scan, or have

as well as any other tasks that are assigned to you _ _
following your questions (e.g. scanning). completed one, you can begin your security
assessment by clicking on the

— Your security assessment will be based on the profile :
relevant widget.

type assigned to you.

— You can read more information on how this works via
the button on the
widget.
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Your dashboard

2 @]
[l
== PRODUCT RECOMMENDATION
! g
. 2 MANAGED COMPLIANCE SERVICE . .
You WI” have been Let us manage your data security reporting for you, We'll help you Your Comp“ance Status IS
ass|gned a bUSIneSS prof”e through the compliance journey over the phone ensuring you know ||Sted n the top r|ght You
type, based on the answers et younesdto do anduhen. will not yet be compliant as
’ . . We also help you understand what else you can do to protect your YOU'RE NOT COMPLIANT ’
yOU prOVIded in your usiness, including a suite of valuable cyber security tools. yOU won t haVe Completed
queStlonS' You can read Sign up to SaferPayments Plus and you'll save time and effort your SCannlng (If
more on what this means reporting your compliance. applicable) or Security
by clicking F— o Assessment yet
Summary

HERE ARE YOUR AVAILABLE COMPLIANCE TOOLS

v X X

YOUR BUSINESS PROFILE BE SCAN COMPLIANT COMPLETE SECURITY ASSESSMENT
If applicable, you can When you have completed
Conduct your Scanr"ng from Complete Run PCI DSS External Vulnerability Scan 23 Unanswered questions your SCann'ng (|f
here. Click on the SAape S pRemedistiontasie applicable) you can
scan widget to begin. proceed to your security
More info Manage More info Manage More Info Manage assessment by CIICkIng
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Next steps

Scanning Scannlng Proceed to page 17

If applicable to you, you will need to run a scan on
your network. Proceed to page 17 for instructions.

Secu rlty Proceed to page 21
Security Assessment Assessment

If don’t have to do a scan, you can proceed to
your security assessment on page 21.

Compliance @
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SCANNING
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Scanning S —

v X X
a =] i ]
YOUR BUSINESS PROFILE BE SCAN COMPLIANT COMPLETE SECURITY ASSESSMENT

u F r O m yO U r d aS h b O ar d y S el eCt O n SE:E‘::IP Run PCIDSS Bdernal Vulnerability Scan ‘SEF:L;:;:TTH
the widget.

Mare info Manage Mare info | Mmg% More Info Manage
= On the next page, select e
X

Manage your PCI DSS External Yulnerability Scan

Schedule scan Review your PCI DSS External
Vulnerability scans

As part of your PCl DSS compliance ou will nesd

ascan on all of your n

Manage multiple domains / IP addresses Upload results

Create a list of your domain names or your IP addresses

that require scanning
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= On the next screen you will need to input some —
details as follows:
- This must be the same IP address as

used by your card payment machine. More information
on locating your IP Address is available on the next

page.

— It will default to the current date and
time. You can change this if necessary.

— Confirmation of whether you use a

* Once complete, select

— The scan will then run and can take up to 48 hours. You
will receive an email when the scan is complete.

WEBSITE DISCLAIMER NOTICE

— You will be notified if remediation action is needed via
your dashboard.

— If you scan fails, you will need to complete the S —————————— T
recommended remediation and then rerun the scan until e
a passing grade is achieved S
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Finding your IP Address

= To conduct a scan, you will need to provide
us with your IP address. This is a series of
numbers and dots that is your address on
the internet. This helps to ensure the scan
runs on the correct network.

Ll

= To find your IP address:

— Connect a laptop, desktop or mobile device to the
same Wi-Fi network that your card payment
machine is connected to Q

Do

— Open your preferred search engine or browser and
search “What is my IP address”

What would you like to scan? 2]

— You can find your address from the search results

— Please note, it is the IPV4 address that is required,
not the IPV6

| Add

N
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SECURITY
ASSESSMENT
QUESTIONNAIRE




Next steps

Security Assessment Questionnaire (SAQ)

Your security assessment is an assessment of
how you deal with information in your business. Its
length and complexity depends on the results of
your business profile.

The system will prepopulate any questions that Securlty Proceed to next page

don’t apply to you. So you only have to answer
those that really matter. Assessment

Compliance @
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Security Assessment Questionnaire (SAQ)

= From your dashboard, select on
t h e Wi d g et. HERE ARE YOUR AVAILABLE COMPLIANCE TOOLS
X X
- You WIII See On your daShboard hOW many \'IJI.IRBI.ls:IESS PROFILE BE scnuecompunur COMPLETE SEI::RIT\'J!SSESSMENT
guestions you must answer.
— The amount of questions you must answer depends sQtpesie
on the business profile assigned to you and is based - - o
on your level of risk. %

worldpay

from FIS




Security Assessment Questionnaire (SA

D 0]
e
Show me: Only unanswered questions v Show Help Text: l .‘.I e Milestones
Please note, some answered questions may remain shown in order to provide appropriate context status
Build and Maintain a Secure
Network and Systems
You will be guided through BUILD AND MAINTAIN A SECURE NETWWORK AND SYSTEMS @ Protect Cardholder Data The box on the top right shows your
the questions you need to progress through the questionnaire.
answer to complete your Install and maintain a firewall configuration to protect cardholder data @ :f‘r:f;‘ef:e‘nil:i);lllr:; Many of the questions will have
Security Assessment ‘ been prepopulated for you based on
@ Implement Strong Access your answers in the profile section.
1.1.2(a) Control Measures This greatly streamlines the process.
o @ Regularly Monitor and Test
Networks
s there a current network diagram that documents all connections between the cardholder Maintain an Information
data environment and other networks, including any wireless networks? Security Policy
Confirm your compliance
® 4
No Yes
Mor_e mformaﬂon is Work your way through the
available via the grey box INFORMATION questionnaire by answering
underneath to help you PCI COUNCIL GUIDELINES “Yes”, “No” or “N/A” to the
understand the question guestions

Network diagrams describe how networks are configured, and identify the location of all network devices.

Without current network diagrams, devices could be overlooked and be unknowingly left out of the
security controls implemented for PCI DSS and thus be vulnerable to compromise.

nrflAnnIT nAarcnliines
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Security Assessment Questionnaire (SAQ)

PROTECT CARDHOLDER DATA G Milestones

» |f an answer you provide is against best
practice or what is correct, you may need to

Protect stored cardholder data

further explain your answer or assign 320 &

yourself a remediation task. T ————————

— You must then fill out your reasons for non- :
compliance, the remediation action you intend to %
take and can then set a reminder to yourself to REMEDIATION TASK -
follow up. Reason for non-compliance )

= You can continue with your assessment
guestions. However, until these tasks are
completed correctly you may not be able to
complete your assessment.

Target date:

Cancel Finish
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Security Assessment Questionnaire (SAQ)

©C A
CONFIRM YOUR COMPLIANCE
= Once you have answered all your questions —
correctly, you will be need to attest to your :

compliance. This simply means to confirm
the information you have provided is
correct.

&

Type of business

= You can review all the answers you
provided to the questions here.

.~ Acknowledgement of status and attestation

= Once happy, select
at the bottom of the screen.
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Next steps

You’ve validated your compliance.

Your validation must be renewed annually. Your
renewal date will be shown on your dashboard.

We will email you to remind you when it's time to
revalidate.

Proceed to put your feet up
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You’re done for now

Do

r H PRODUCT RECOMMENDATION
= |

&
[*] MANAGED COMPLIANCE SERVICE
Let us manage your data security reporting for you. We'll help you 2

through the compliance journey over the phone ensuring you know
what you need to do and when.

We also help you understand what ou can do to protect your YOU'RE COMPLIANT Your revalidation date is

Your dashboard should :tlrd:l”db btxf Valid until Sep 14, 2021 displayed in the top right
. gn up to SaferPayments Plus and you'll save time and effort
have green ticks across the reporting your compliance. corner
board
Not now Schedule callback
Summary
HERE ARE YOUR AVAILABLE COMPLIANCE TOOLS
v v
2 o
YOUR BUSINESS PROFILE COMPLETE SECURITY ASSESSMENT

Attested

until Sep 14, 2021

More info Manage More Info Manage
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MAINTAINING

COMPLIANCE




Maintaining your compliance ‘wm o

SCHEDULE YOUR SCAN AND BE SCAN COMPLIANT

‘-| ‘I L -‘SZL h‘WEi:i:d’::'?:E"‘EES(mne{tid'“'.EtrE e YOU'RE COMPLIANT
L] o maintsin your compliance you will need to un an external Valid until Sep 1k, 2021
= |t's important to maintain your compliance T e -
throughout the year by: —
— Making sure you do all of the things you said you did in your @ roskcener
assessment You have 1 unresolved tasks to complete . . %
— Applying your Information Security Policy and keeping it up
to date

SECURING
YOUR ‘~

= Depending on your business profile, you may have

to conduct tasks, such as scanning throughout the BUSINESS
year. You’ll need to perform these tasks on the v g
portal.

= You’ll receive emails to remind you, if applicable.

= If you receive an email, login to your portal. What
you need to do will be outlined on your dashboard
under
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UPLOADING AN
EXISTING

ATTESTATION




stert (I

Uploading existing Attestation of ——
CO I I I p I I a,n C e Please select the PCI Compliance assessment type that you are currently valid for from the selection below.
ionnait PE

» If you select that you have an existing attestation
of compliance, you will then be asked two

guestions: s -

— The PCI Compliance assessment type of your business. You
can find this on your existing certificate. YOUR NEXT STEP ®

— You'll also need to confirm if you use a third party to store or .. mm—— —
process card payments. .

= You’ll then arrive at your dashboard. The main ..J&mmmmmmm

widget will instruct you to confirm your

compliance. s o

— Select to start.
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Uploading existing Attestation of Compliance

ATTESTATION OF COMPLIANCE

ATTESTATION REQUIREMENTS

In order to proceed to sttestation, you sre required to upload st least on

= On the following page you will need to %
Complete tWO Steps Eligibility to complete SAQ B

— Upload your existing documents.
You will need to upload your Attestation of Compliance

(AoC) that proves you are currently compliant. This is
the certificate your third-party company should have
provided you when you achieved compliance. N

— Confirm the details, acknowledge your status and E
attest to your compliance.

jon 3.2.1 has been completed according to the instruction:

5 therein,

C1 DSS Self-Assessment Questionnaire SAQ B, Versi
All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.

re sensitive authentication data after authorisation.

I have confirmed with my payment application vendor that
it at all times.

quirements that apply.
thorization was found on ANY system reviewed during the assessment.

Instructions on the following pages. S
No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization wa:

Attest
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Uploading existing Atgestation of Compliance
@ .

ATTESTATION REQUIREMENTS !  PLEASE SELECT A FILE TO UPLOAD
In order to proceed to attestation, you are required to upload at least one Attestation of Compliance document T

1 Select File
| I:
Plzaze Select or Upla: documents

SELECTED 1/5 FILES TO UPLOAD
* Accepted file types: .pdf,.jpg, .doc, docx, .rtf, png, xlsx. File size limit: 100 MB

» Upload your documents

— Select ([ upload

1. DONEBEFORE1.PNG

— Select the necessary document(s) from your files
— Provide details of the document you are uploading | -
and select €
®
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Uploading existing Attestation of Compliance
@

ATTESTATION REQUIREMENTS

In order to proceed to attestation, you are reguired to uplead at lzast one Attestation of Compliance document
Flease Select or Upload documents
= Select from your uploaded documents to @ [}

attach to the attestation o

— Click | === | from the main screen. o

— From the list of uploaded documents, select the q"““‘"°“°“°"""""‘"“

ones you wish to attach to this attestation. ATTESTATION REQUIREMENTS

CI i C k o In order to proceed to attestation, you are required to upload at least one Attestation of Compliance document

Please Select or Upload documents

— The documents you wish to include will now appear e ———————
on the main screen.

Document Name Document Type Date uploaded Document Date

Example SAQ Document.pdf Attestation Of Compliance Sep 11, 2020 Sep 11,2020 X
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Uploading existing Attestation of Compliance

Eligibility to complete SAQ B

- CO n fl r m d etal I S Of yO U r attestatl O n y Merchant certifies eligibility to complete thiz shortenad version of the Self-Azzseszment Questionnaire because:

- I - . .~ Merchant uses only an imprint machine to imprint customers' payment card information and does not transmit cardholder data either over s phone; andjor
including:

.~ Merchant uses only standalone, disl-out terminals (connected via 3 phone line to your processor); and the standalone, disl-out terminals are not connected to the Intermet or any
other systemnz within the merchant ervironment;

- Assess m e nt type . _# Merchant does not transmit cardholder data aver a network (gither an internal network or the Internet);

.~ Merchant does not store cardholder data in electrenic format; and

- Val Id atl 0 n eﬁe Ctlve d ate . o~ If Merchant does stors cardholder data, such dats is only paper reports or copies of paper receipts and is not received electronically

— The version of the PCI DSS to which you are € ooeoion deis
compliant with.

Assessment type Validation effective date PCI DSS Version
B

= Confirm by checking the boxes, that you
acknowledge a number of conditions in
relat|0n to your Status and attestatlon. PCI DSS Self-Assessment Questionnaire SAQ B, Version 3.2.1 has been completed according to the instructions therein.

Allinformation within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.

e Acknowledgement of status and attestation

I have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorisation.

= Click to finish. Your validation is
I I n I . u r V I I n I I have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment,, at all times.
n O W C O m p I et e If my environment changes, | recognize | must reassess my environment and implement any additional PCI DSS requirements that apply.
.

Mo evidence of full track data, CAVZ, CVC2, CID, or CWW2 data, or PIN data storage after transaction authorization was found on ANY systern reviewed during the assessment.

= See page 29 for details on o
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